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A BILL 
Intituled 

AN ACT to make provisi011 for the interception of communications, the acquisition 

and disclo!llft of data relating to COlllJDuniqilions and the acquisition of the means by 

which protected communications may be accessed and placep. in an intelligible fonn and 

for connected purposes. 

Enacted \>y the Parliament of Guyana;-

I. This Act may be cited as the Interception of Communi�ons Act 2008 and shall come 
. . 

into operation on such date as the Minister may, by order, appoint and that date shall in no 

case be later than three months from the date of enactment 

• 

2. (I) In this Act, uniess the context otherwise requires

"authorised• offi!:Cl"'' means-

••,: • .- 1., rJJI 

. . 

(a) the Commissioner of Police;

(b) the Commissioner-General of the Guyana Revenue

Authority; or 

(c) the Chief of Staff'ofthe Guyana Defence Force;

"disclosure order" means an order under section I 2 requiring the 

disclosure of a protected communication; 

"electronic signature" means anything in electronic form which-

(a) is incorporated into, or otherwise logically

associated with, any electronic communication or other 

electronic data; 

(b) · is generated by the signatory or other source of the

communication or data; and 

( c) is used for the purpose of facilitating, by means of a

link between the signatory or other source and the communication 

,.. 
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or data, the establishment of the authenticity of the communication 

·or data, the establishment of its integrity, or both;

"intercept", in relation to a telecommunication, means -

(�) monitoring of transmissions made by fibre optic 

cable or any other form of wire line,by wireless telegraphy, voice

over internet protocol, internet and all other forms of electro

magnetic communication to or from the apparatus comprising the 

systems; 

(b) monitoring or modification of, or interference with, ·

the system by means.of which the communication is transmitted, 

so as to make some or all of the contents of the communication 

available, while being transmitted, to a person other than the sender or· the 

intended recipient of the communication, and "interception" shall be 

construed accordingly; 

"key", in relation to any protected communication, means any key, 

code, password, algorithm or other data the use of which (with -or without 

other keys)-

( a) allows access to a protected communication; or .

(b) facilitates the putting of a protected

communication into an intelligible form; 

"private communication" means a communication that is 

transmitted or being transmitted by the sender, to a person intended by the 

sender to receive it, in circumstances in which it fa reasonable for the 

sender and the intended recipient to expect that the communication will 

not be intercepted by any person other than the intended recipient, and 

includes any radio:-based telephone communication that is treated 

electronically or otherwise for- the purpose of preventing intelligible 

reception by any person other than the intended recipient; 

"private telecommunications system" means any telecommunications 

system that, without itself being a public telecommunications system, is a 

system in relation to which the following conditions are satisfied-

/ 

.. 
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(a) it is attached, dim:tly or_ indirectly and

� or not for the purposes of the communication in 

question, to a public telecommunications system; and 

(b) there is apparatus comprised in the system

which is both located in Guyana and used (with or without 

other apparatus) for making the attachment to the public ., 

tdeconimunicatiops system; 

"pcotected communication" means any electronic dala which, 

without the key to the communication, cannot, or C8llllOt readily, be 

ace esse d or put into an intelligible fonn; 

"public telecommunications system" means a telecommunications 

system used by any person to provide teleconiinunications services to the 

. public and includes-

' ' 

(a) a system where the public can send or receive

telecommunicatiol]S services to or from-

(i) anywhere in Guyana;

(ii) anywhere outside of Guyana;

(b) a system commonly known as a public switched

telephone system; 

"telecommunications" means the transmission of intelligence by 

means of guided or unguided electromagnetic, electrochemical or other 

fonns of energy, including but not limited to intelligence-

(a) in the form of-

(i) speech, music or other sounds;

(ii) visual images. whether still or animated;

(iii) data or text;

(iv) any type of signals;

(b) in any fonn other than those specified in J)IU'llgrllpb (a);

(c) in any combination offonns; and

( d) transmitted between persons and persons, thing., 
. 

. 

and thing., or persons and things; 

•
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"telecommunications system" means a system of telecommunications 

or any part thereof where a person or thing can send or receive intelligence to 

or from any point in Guyana; 

"telecommunications service" means a service provided by means 

of a telecommunications system to any person for the transmission of 

intelligence from, to or within Guyana; 

''terrorism" means any act involving the use or threat of violence 

by a person, which. by reason of its nature and extent, is calculated to 

create a state of fear in the public or any section of the public. 

(2) In this Act, the interests of national security shall be construed as including, but not

limited to, the protection of Guyana from threats to public order or of espionage, sabotage, 

terrorism or subversion. 

Prohibition of 3. ( 1) Except as provided in this section, a person who intentionally intercepts a
infcrc:cption. 

communication in the course of its transmission by means of a telecommunications system 

coDlID;its an offence and is liable on summary_conviction � a fine not exceeding five million 

dollan and to imprisonment for a term not exceeding three yean. 

(2) A person does not commit an offence under this section if-

(a) the communication is intercepted in obedience to a warrant

issued by a Judge under section 6; 

(b) tlte communication is not intercepted in obedience to a

warrant issued by a Judge under section 6 but on the authority of a 

designated officer in the case of a national emergency or in respon�g to 

a case where approval for a warrant is impracticable having regard to the 

urgency of the case. 

(3) The Court l>y which a person is convicted of an offence under this section may order

that any device used to intercept ·a communication in the commission of the offence shall be 

forfeited and disposed of as the Court thinks fit. 

(4) For the purposes of subsection (1), a communication shall be taken to be in the

course of transmission by means of a telecommunications system at any time when the system 

by means of which the communication is being or has been transmitted is used for storing the 

1 
\ 

1 

I 
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communication in a o◄ili er tbat _enables the iotrnded recipient to collec:t it or odx:rwiae have 

access to it. 

'49'§ f I 
... _ ... 

4. (1) Subject to the provisiOIIS of this section, an aµtborised officer may apply apam to

.._cqlliv,. 1udge in Chambers for a warrant llDthorising the per30n named in the wammt-

' 

• 

' 

(a) to intea....,

in the course of their �nsmissiffl\ by means of a public or priwle 
- . 

telecommunications system, sueh communications described in the 

ffEi&ut; and 

(b) to disclose tbi, infet<;epll:d CMJrnnnir.mon to such penons
. . 

and in lb-- manner specified in the warrant. 

(2) An application for a warrant under this Act shall, subject to section 7, be in writing

1111d be acc:ornpaui.:d by-

.. 

(a) an affidavit deposing to the following matters-

' 

(i) the name of the authorised officer and the entity on

behalf of which the application is made;

(ii) the facts or allegations giving rise to the application;

(iii) sufticiont inf9nnation for a 1udge to issue a wmant

on the tonns set out in section S; 

(iv) the period for which the warrant is requested;

(v) the grounds relied on for the issue of a wmant 

undoc subsection (3); and ' . 

{VI) if the applicant will bl- seeki"8 the assisbmco of any , 

person or entity in implementing the wmrant, sufficient 

infonnalion for a Judge so to direct in· accordance with section 

5(3); and 

(b) where a warrant is applied for on the ground of national

security, a written authorisation, signed by the Minister responsible for 

natiollllJ security, authorising the application on that ground. 

(3) A 1udge shall not issue a warrant UDder this Act uniess he is satisfied that-

(a) the warrant is necessary-

✓ 
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·(i) in the interests of national security;·or 

(ii) for the prevention or detection of any offence

specified in the Schedule, where there are reasonable grounds for 

believing that such an offence has been, is being or is about to be 

committed; 

(b) infonnation obtained from the interception is likely to assist

in investigations concerning any matter mentioned in paragraph (a); 

other investigative procedures-

(i) have not been or are unlikely to be successful in

obtaining the information sought to be acquired by means of the 

warrant; 

(ii) are too dangerous to adopt in the circumstances; or

(iii) are impracticable, having regard to the urgency of

the case; and 

( d) it would be in the best interest of the administration of

justice to issue the warrant. 

(4) The records relating to every application for a warrant or the renewal or

modification thereof shall be sealed until otherwise ordered by the Court 

(5) A person who discloses the existence of a warrant or an application for a warrant,

other than to a person to whom such disclosure is authorised for the purposes of this Act, 

commits an offence and is liable on summary conviction to a fine not exceeding five million 

dollan and to imprisonment for a tenn not exceeding three yean. 

Scope of wmTllll. 
5. (1) A warrant shall authorise the interception of-

(a) communication transmitted by means of a public or private

telecommunications system to or from one or more addresses specified in 

the warrant, being an address or addresses likely to be used for the 

transmission of communications to or from-

(i) one particular P.Crson specified or described in the

warrant; or 

"'!' I 

I 
I 

I 

-= 

>
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(ii) one particular set of .premises so specified or
described;and
(b) such olht:r communications (if any) as is necessery to

intercept in order to intcn:ept communications falling within paragraph
(a).

(2) A warrant shall specify-
(a) the identity, if known, of the person whose communications

ans to be iulmcq,ted;
(b) - the D8lure and location of the telecommunications

equipment in respect of which interception is authorised;
(c) a particular description of the type of communications

soupt to be inletcepted, and, where applicable, a sllllrment of the
particular offence to which it relates;

( d) the identity of the agency authorised to intercept the
r.nmmnnir.ation and the person making 11\e application; and

( c) the period for which it is valid.
(3) Where the appliClllt intmds to seek the assiSlaDl:e of any person or entity in

impJemcnting the wammt, the Judge shall, on the applicant's request, direct app.opi.itc persons
or cmitics to fumiah information, facilities or technical assistance nee s :ry to accomplish the. ' 
inten:epti\)_11. 

(4) A warrant may contain such IIICillary provisions as m- necessary to secure i1s
impleme11fldiut1 in accordance with� ' visions of this Act.
I l 

/ 
(S) In this lleciioo, •�• ludes a location, email address, telephone mnnber or

f'd-number or designation used fbr purpose of identifying telecommunications systems or
appaultt...a.

6. (I) Upon receipt of an appl'
lllhllectiom (2) and (3), a Judge may

(m this wtion ,efened to IS the · · ·
(2) A Judge may •

' 

· on or otherwise as provided by this Act and subject to
a wmrant for such period, ilot eircceding ninety days

period), IS may be specified thcRin.

. ' '
•

' 
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(a) on an application by an authorised officer before ·the
expiration of the initial period; and 

(b) if satisfied that a renewal of the warrant is justified in any
parti<;ular ca¥, 

renew the warrant for such period (in this section referred to as the first renewal period), 

not exceeding ninety days from the date of expiration of the initial period, as he may specify 

therein. 
(3) Where a Judge is satisfied that exceptional circumstances exist which would justify

a renewal of the warrant beyond the first renewal period, the J�ge max, on an application by an 

authorise_d officer before the expiration of that period, renew the warrant for such further period, 
not exceeding ninety days from the expiration of the first renewal period, as he may specify 

therein. 

(4) An application for a renewal of a warrant under subsection (2)_ or (3) shall be in

writing and accom�ed by an affidavit deposing to the circumstances relied on as justifying the 

renewal of the warrant. 
(5) If. at any time before the end of any of the periods referred to in this section, a

Judge is satisfied, after hearing representations made by the authorised officer. that a �t is 

no longer necessary as mentioned in section 4 (2), he shall revoke the warrant. 

Onlapplicmoa 
tor islulnce of 
wamntinceruln 
circ:umltlnces. 

7. (1) Where a Judge is satisfied that the urgency of the circumstances so requires-
( a) he may dispense with the requirements for a written

application and affidavit and proceed to hear an oral application for a. 

warrant; and 

(b) if satisfied that a warrant is necessary as mentioned in

section 4(2), he shall issue a warrant in accordance with this Act. 

(2) Where a warrant is issued under this section, the applicant shall, within seventy.

two hours of the time of issue thereof, submit to the Judge a written application and affidavit in 
accordance with the provisions of section 4. 

(3) On the expiration of seventy-two hours from the time of issue of a warrant under

this section, the Judge shall review his decision to issue the warrant and shall-

+
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(a) make an order revoking the wamnt if-

(i) he is not satisfied that the warrant continues to be

oez : r y u mentioned in aection 4 (2); or 

(ii) tbe applicant fails to submit a written application

and affidavit 1111 rcquiml by subsection (2); or 
. \ 

(b) IDllke an order affinning tbe wammt, if satisfied that tbe

wamnt continues to be ne01'$9111')' as mentioned in section 4(2). 

(4) Where a warrant issued under this section is revoked under subsection (3) (a), it

shall cease to have effec:t upon such revocation. 

(5) Where a warrant is affirmed under subsection (3) (b), tbe provisions of leClion 6
·-

shall apply with respect to its duration. 

8. A Judge may modify a wamurt at any time, after hearing ,ep. :•mtatin111 fiom an

authorised officer and if' satisfied that there is any change in the circumstances which 

constituted grounds for the issue or renewal of the warrant. 

9. An authorised officer shall not be liable for any act done by him in good faith pursuant

to tbe provisions of this Act. 

10. (I) Every person who provides a telecommlDlications service by means of a public or

private telecommlDlications system shall take such .steps as are· necessary for securing that it 

is and .remains practicable for directions to provide assistance in relation to interception 

wammts to be imposed and complied with. 

(2) Any person or entity directed to provide assistance by way of information, facilities

or technical assistance under section 5 (3) shall promptly comply with that direction and in 

such a manner that the assistance is rendered-

(a) u unobtrusively; and

(b) with the minimum interference to the services that such

person or entity normally provides to the party affected by the wamnt, 

as can reasonably be expected in the circumstances . 

• 

' 

• 

, 
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(3) No action shall be. brought in any Court against a person or entity foi: any act done

in good faith in pursuance of a direction to provide infonnation, facilities or technical 

assistance under section 5 (3). 

( 4) If a judge issuing a warrant under this Act is. satisfied that the operation of a public or 'f 

private telecommunications system has failed to comply with the warrant for want of any 

support services for the transmission, switching equipment or any other technical facility or 

requirement. he. may direct that the owner, operator or licensee of the telecommunications 

system shall. at his own cost. forthwith provjde the i;equired support service, install necessary 

switching equipment or provide the technical facility Or requirement, as the case �y be, for 

complying with the warrant to the satisfaction of the C4?urt and the compliance with this 
. 

. . 

subsection shall be· deemed to be a condition in the licence granted for the operation of the 

telecommunication system. 

Confidentiality of 11. ( 1) Where a Judge issues $ warrant, he shall issue such directions as he considers
inlelcepted 
communicadon. appropriate for the purpose of requiring the authorised officer to make such arrangements as 

aren�-

(a) for ensuring that-

(i) the extent to which the intercepted communication

is disclosed; 

(ii) the number of persons to whom any of that

communication is disclosed; 

(iii) the extent to which any such communi'cation is

copied; and 

(iv) the number of copies made of any of the

communication, 

is limited to the minimwn that is necessary for the purposes of the 

investigations in relation to which the warrant was issued or of any 

prosecution for an offence; and 

(b) for ensuring that each copy made of any of that

communication is-

J 
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(i) stoted in a secure manner for so Iona u its retention

is occ I ry fo,r such purposes as aforesaid; and 

(ii) . destroyed as SOOD as its retention is no longer-

DIX I y fur those purposes. 

(2) Where any record is made, whether in writing or otherwise, of any communication

oblained by 11111111111 of a warrant, the authorised offic::er shall, .as soon as possible after thal record

has been madc, cause -to be destroyed so much of the record as does not relate directly or 

indirectly to the purpose fur which the warrant was issued or is not required for the purposes of 

any proeerntion for an ofl'mce. 

12. (1) WhiiiR a protected communication has come into the possession of an authorised
�...... 

'

,,_ rtl officer by virtue of • .. u1ant, or ia likely _to do so, and the offic::er has reasonable gJOUDds to

, . 

• 

• 

beJic,ye thal-

(a) a key to the communication is in the p011s: nko- of any

penon; and 

(b) ,disclosure of the key is De"eeeery for the pmposes of the 

invatiptions in relation to which the wammt was issued, 

the officer may apply to a Judge in Cbambere for a disclosure order requiring the person 

wbom11e believes to ba-w: pii11 a 1ioa of the key to provide disclosure in respect of the protected 

commllllication. 

(2) An order UDder tbb section shall-

(a) be in writing;

(b) describe the communication to which the order relates; 

( C) specify the time by which the order is to be complied with,

being a � time in all circumstances; and 

( d) set out the disclosure thal is required by the order, and the

form and manner in which the discloeure is to be made, 

and any such order may requiff: the person to whom it is addressed to keep secret the 

COldmt5 ana existence of the order . 
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(3) 'An order under this section shall not require the disclosure of any key which-

(a) is intended to be used for the purpose only of generating

el�tronic signatures; and 

(b) bas not in fact been used for any other purpose.

( 4) In granting the order required for the purposes of subsections ( 1) aµd (2), the Judge

in Chambers shall take into account-

(a) the extent and nature of any protected communication, in

addition to the intercepted communication, to which the key is also a key; 

and 

(b) any ad.verse effect that complying with the order might

have on a . business carried on by the person to whom the order is 

addressed, 

and shall require only such disclosure as is proportionate to what is sought to be 

achieved, allowing, where appropriate, for disclosure in such manner as would result. in the 
.

. 

putting of the communication in intelligible form other than by disclosure of the key itself. 

(5) An order under this section shall not require the making of �Y disclosure to a

person other tban-

(a) the authorised officer; or

(b) such other person as � .be specified-� the order.

13. (1) Subject to subsection (2), a person to whom a disclosure order is addressed-

(a) shall be entitled to use any key in his possession to obtain

access to the protected �mmunication; and 

(b) in accordance with the order, shall disclose the protected

communication in an intelligible form. 

/ 

(2) Where a discl�sure order requires the person to w�om it is addressed to disclose a

protected communication in an intelligible form, that person shall be taken_ to have complied 
. 

. 

with that requirement if-



➔ 

, 

, 

TIIBOFFICIAL GAZETTE 1LEGAL SUP.PLEMENT] - c 7™ AUGUST, 2008 189 

' 
15 

(a) he makes, instead, a disclosure of any key to the protected

communication that is in his possession; an 

(b) the disclosure is made in. accordance with the order, with

respect to the person to whom, and the time in which, he was required to

disclose the communication. 
. . 

- (3) Where an ordt=r requiring access to a protected communication or the putting of the

protected communication into intelligible (orm is ad�d to a person who is-

. (a) not in po119ession of the protected communication to which 

the order relates; or 

(b) · incapable, without the use of a key that is not in his

possession, of obtaining access to the protected communication or of 

disclosing it in an intelligible form, 

he shall be taken to have complied with the order if he discloses any key to the protected 

communication that is in his possession. 

(4) It shall be sufficient for the purpose _of complying with an order for the person_to

whom it is -addressed to disclose only those keys the disclosure of which is sufficient to enable 

the person to whom they are disclosed to obtain access to the protected communication and to 

put it in an intelligible form. 

(5) Where-

·,

(a) the disclosure required by ·an order allows the person to

whom it is addressed to comply with the order without disclosing all of the 

keys in his possession; and 

(b) there are different keys, Of combirtations of keys, in the

possession of that person the disclosure of which would constitute 

compliance with the order, 

the person may select which of the. keys, or combination of keys, lo disclose for the 

purpose of complying with the order. 

( 6) Where a disclosure order i_s addressed to a person who-

(a) 

ofit; 

was :n possession of the key but is no longer in possession 

' . 
\., 
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(b) if he had continued to have the key in his possession, would
be required by virtue of the order to disclose it; and 

(c) is in possession of information that would facilitate the
obtaining or discovery of the key or the putting of the communication into --.; 
an intelligible form, 

that person shall disclose to the person to whom he woul� have been required to disclose 

the key, all such information as is mentioned in paragraph (c) .. 
(7) A person who, without reasonable excuse, fails to comply with a disclosure order·

commits an offence and is liable on summary conviction to a fine not exceeding one million 
dollan and to imprisonment for a term not exceeding six months. 

(8) An authorised officer . who obtains a disclosure order shall ensure that such

arrangements as are necessary are made for �uring that-
( a) a key disclosed in pursuance of the order is used to obtain

access to or put into intelligible form only the protected communications 

iri relation to which the order was given; 
(b) every key disclosed in pursuance to the order is stored, for

so long as it is retained, in a secure manner, and &J?.Y records of such key 

are destroyed as soon as no longer needed_ to access the communication or 

put it into an intelligible form; and 

( c) the number of-
(i) persons to· whom the key is disclosed or otherwffie

made av�lable; and 

· (ii) copies made of the key, 
is limited to the minimum that is necessary for the purpose of 

enabling the protected communication to be accessed or put into an 
intelligible form. 

(9) An authorised officer who knowingly contravenes subsection (8) commits an.
offence and is liable on summary conyiction to a fine not exceeding three million dollan and to 

imprisonment for a term not exceeding one year. 
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14. (1) In this section, "sensitive information" means any infomudion that .. ,.,.- ?r

tends to suggest-
(a) any 9f tbe.-details per1lliniDg to the method by which the

communication - immc.e,lb,d; or 
(b) the identity of any party carrying out or nrimng in the

inlreaception. 
(2) Subject to subsection (3). the conteDIB of a communication that is obtained by

intaceptiua.1 pennitted by section 3 shall I,,, ,dmiuilile as evidence in any C!imiml proceedinp. 

(3) In any criminal proceedinp-
(a) no eviclcncc shall be adduced and no question shall be

asbd of my witness that suggests or tends to suggest the disclosure of 
sensitive information; 

(b) a statement by the witness . that the interception of the 
communication was permitted by virtue of section 3(2) (a). (b), (c). (d),(e) 
or (f),es the Cllle may be, shall be sufficient disclosure es to the 90Ul'CC and 
origin of the �cation; and 

·) 

(c) in proving the truth of a.statement refeued to in paragraph
(b) the witness shall not be asbd-to disclose sensitive information.

(4) Subsection (3) shall not apply to any criminal proccedinp in. n:spect of en off'ence

under this Act, but if the Court is satisfied that-

(a) the disclosure of sensitive infonnetion would jeopardize the
course of any investigations being carried out by authorised officc:n; and 

(b) the parties to the . proceedings �uld not be unduly

prejudiced, 
the Court may exclude such disclosure. 

(S) Any information oblllined by ID intaception, which would be privileged if the
iuleiceptiutl had not been carried out, sbell remain privileged to the extalt that 1hr: informetioit 

would be privileged if the iutetception had not been carried out 

15. (l) A person who, in an application or affidavit under this Act, makes 11. ,,,,,.eat

which he knows to be false in any materiel particular commits an offence and is liable on 
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-summary conviction to a fine not exceeding five million dollars and to imprisonment for a term 

not exceeding three yean. 

(2) A person who intentionally discloses the contents of any communication obtained -

(a) by means of a warrant, to a person to whom he is not

authorised to disclose the communication; or 

(b) in contravention of this �ct,

commits an offence and is liable on summary conviction to a fine not exceeding five 

million dollan and to imprisonment for a tenn not exceeding three years.

(3) Subsection (2) shall not apply to the disclosure of the ,contents of any

communication obtained by.means of a warrant which is made: in any criminal proceedings, to a 

person charged with an offence or to the attorney-at-law representing that person in those 

proceedings. 

16. (1) In this _section-

"oommunications data" means any-

( a) traffic data comprised in or attached to a

communication, whether by the sender or otherwise, for the 

purposes of any telecommunications system by means of which the 

communication is being or may be transmitted; 

(b) information, that does not include the contents of a

communication (other tbsp any data falling within paragraph (a)), 

which is about the use made by any person-

(i) 

� . 

of any telecommunications system; or 

(ii) of any part of a telecommunications system

in connection with the provision to or use by, any person of 

any telecommunications service; 

"designated person" means the Minister or any person duly 

authorised for the purposes of this section by the Minister; 

"traffic data", in relation to a communication, means any data-
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(a) identi�g, or purporting· to identify, any person,

apperatua or location to or from which the communication is or 

may be trammitted; 

(b) . identifying or selecting, or purporting to identify or

selec.t, apparatus through or by means of which the communication 

is or may be transmitted;

(c) comprising sipls for the actuation of-

' 

(i) app11QtuS used for the purposes of a

telecommunications system for effecting, in whole or in- · 

part, the transmissinn of any communication; or 

.(ii) any telecommunications system in w)rich 

that apparatus is comprised; 

( d) identifying the data or other data as data comprised_

in or ettecbed to a particular communication; or 

( e) identifying a computer tile or computer programme,_

access _to which is oblained or which is run by means of the 

communication, to the extent only that the file or programme is 

identified by reference to the apparatus in which it is stored, and 

refaencea to traffic data being attac� to a communication 

include references to the data and the communication being 

logically associated with each other. 

(2) Where it appems 1D the designated person that a person providing a

telecommunications service is or may be in possession of, or capable of obtaining, any 

communications data, the designated person may, by notice in writing, require the provider-

(a) 1D disclose to an authorised officer all of the data in bis

poss� ssion or subsequently oblained by him; or 

(b) if the provider is not J)ready in possession of the data, to 

obtain the data and so disclose it. 

(3) A designated person shall not issue a notice under subsection (2) in relation to any

communications data wtless be is satisfied that it is necessary to obtaln that data-

(a) in the interests of national security; or
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(b) for the prevention ot detection of any offence specified in 

the Schedule, where there are reasonable grounds for believing tbat-

(i) such an offence has been, is being. or is about to be

committed;and 

(ii) the sender or recipient of any communication. or the

subscriber to the telecommunications service, to which the data 

relates. is the subject of an investigation in connection with the 

offence. 

(4) A notice under subsection (2) shall state-

(a) the communications data in relation to which it applies;

(b) the authorised officer to whom the disclosure is to be made;

( c) the manner in which the disclosure is to be made;

(d) the matters falling within subsection (3) by reference to

which the notice is issued; and 

( e) the date on which it is issued.

(S) A notice under this section shall not require-

(a) any communications data to be obtained after the end of the

period of one month beginning on the date on which the notice is issued; 

or 

(b) the disclosure, after the end of such period, of any

communications data not in the possession of the provider of the 

telecommunications service, or required to be obtained by him. during that 

,.. 

period. � 
(6) The provisions of sections 9 and 10 shall apply, with �- necessary modifications.

to the disclosure of data pursuant to a notice issued under this section. 

(7) Subject to subsection (8), a provider of a telecommunications service, to whom a

notice is issued under this section. shall not disclose to any person the existence or operation of 

the notice; or any information from which such existence or operation could reasonably be 

inferred. 

(8) ·The disclosure referred to in subsection (7) may be made to-
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(a) 1111officer or apmt of,tbe aervice provider, for tbe pu1p01e1
of emurma that the notic:e la complled with; 

, . (b) llll llall:...y •"law for die purpole of oblainiilg lepl advice 
"t ·' •• • .. or 1e;: 15 IIHIW" in relation to the-notice, 

..t a penoa 1..&uod to in i-aaraph (a) or (b) all not dilcloee die &i◄wv, or 

openlion oldie notice, except to die IIUlboriled officer specified in die notice or for die )MjlOIO 

of-

:. &• 

(i) ensuriJ1a that die notice is complied with, or 

olvioln1 lepl advice or 1ep ••••ht in .eletion to die DOdc:e, in 

die cue of., officer or ,aent of tbc. Ki .ice )IIOVidor; or 

(ii) • • 1-1 • .&..: •-• L •8JVIIII aw... auv1ce or !DMJJII &cpl I 111�1 ID 

.e1eiion to die notioe, in tbe cue of 1111 ettomey-et-law. 

(9) An lllllhorilod officer aball not dilclole 1111'1 COIIIIDllllic:e d1lla oblaiood under 
this Act. except-

. . 

<•> ,. pawitled "'the aotice; 

(b) in Qj .... !bl�· die pe,6MOWN:e ofbia duliea; « 

(c) if� Mini◄lr reapouible fur ll8lionel security dinlCII such

dilllllotilR to a foreip 1u•e.mneut or qency of such pamw.1 where 

dwn exists between °'1yaa end such foreipl BOvemment ID l(liNment 

for die mutuel emM1J1811 ,,f lbet kind of infoa11elicx1 and die Minillllr 

OOlllictera It in die public imerell tbal such dilclOIUl'e bo mede. 

(10) A penoa wbo Wiillaw sul• liud (7), (&) or (9) commils a.. offiu::e nl is

liable OP •1111111i11y coaviclioa IO a fine not excecdhll tlYe aillloa dellan and to imprieonmeat 

for a lam not aor«tina ..... ye,m. 

At r rm,� 17. (I) Subject to subleclion (2), communicaiont dela olvined ia _acoonlence with

aec1ion I 6 shall be edmillilile a evidence in ecconleace with die law .e1etina ID die 

edmillibility of evidence. 
-

(2) In admit!i.fl into evidence any commllllicatio111 data -

(a) no quesliOD sbell be med of 1111'1 wilness tb■t LU rs or

.. fll L4& I die dilclOIUl'e of lllly of die delllils )IHtainiJIB IO die 

. .
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• method by which the data was obtained or the identity of any party who

suppli� the data;
(b) a �ent by the witness that the data was obtained by

· virtue ·of an order under section 16 shall be sufficient disclosure as to the
source or origin of the data; and

( c) in proving the truth of a statement referred to in paragraph
(b ), the witness shall oot be asked to disclose any of the matters refened to 
in paragraph (a). 

(3) ·subsection (2) shall not _apply to any proceeding in respect of an offence under this
Act, 'but if the Court is satisfied tbat-

(a) the disclosure would jeopardiu the course of any
investigations being carried out by authorised officers; and 

;. (b) the parties to the proMNiinp would not be unduly
prejudiced thereby, 

the Court may exclude disclosure of the matters referred to in subsection (2) (a). 

,.,_, 1-, 18. (1) The Minister may, by ordtr, add to or delete from the list of offences contained in

R JI :tw 

the Schedule. 
(2) An order made wider �on (I) shall be subject to affirmative resolution of the

National Assembly. 

. 19 .. (1) The Minis1m may make rep}ations prescribing any matter or thing in respect of 
whicli it may be �ent to make regulations for the purpose of carrying this Act into effect. 

(2) A penon who contravenes any �on made under subsection (1) commits an 
offmce m)d is liable on summary conviction to a fine not exceeding one million dollan and to 
imprisonment for a term not C!Yceeding •is months . 

. ,•· , , . 
. 

·• '

· :-f--

.. 
; .. 
.. 
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SCDDUU: [Sections 4, 16 and 18) 

� I PPLICABLE OFFENCES 
' . 

.2. T-.

4. Money laundering.

S. Prod?icing, DIIIUlfacturing supplying or 01herwiR dealing in oarcotic drugs and

psychotropic IIUbstantes in comravention of the Narcotic Drugs and Psychotropic

S.hlleetra (Control) Act 1988 (Act No.2 of 1988).
' 

6. Trafflcldng in nma>tic drugs and psychotropic subslanccs in contraventi!)n of the

Narcotic Drup and Psycbotropic Subslances (Control) Act 1988 (Act No.2 of

1988).

1 lmpodatiw o, exporbdluu of any fuearm or ammunition in contravention of the

Firearms ·Act (Cap. 16:05) .

. 8. Merdi-mre of or dealing in firearms or ammunitfon in contravention of the

F'uamll Act (Cap. 16:05) •

9. 

10. 

11. 

. •·

Wepl poll ioo of. weapon, fuearm or ammunition conlnlly the Firearms Act

(Cap. 16:0S) •

Anon.

Ai� abetting QI' conspiring to commit any of the offen1e11 mentioned in

perqraphs I to 10.
L 

. �, - .. r 

' 
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EXPLANATORY MEMORANDUM 

.-

7Tll AUGUST, 2008

. 
' 

This Bill seeks to make provision for the interception of communications, the � 

acquisition and-disclosure of data relatjQg to communications and the acquisition of the 

means by which protected �mmunications may be accessed and placed in an intelligible 

fonn. 

Clause 1 sets out the short title and provides for the commencement of the 

proposed. legislation. / 
Clause· 2 defines certain words and expressions used in the proposed legislation. 

These, inter alia, include "authorised officer", "intercept", "telecommunications" and 

"terrorism". The �ord "intercept", in relation to telecominuni�on, is defined to mean 

the monitoring of transmissions made by fibre optic cable or other fonns of wire lines by 

wireless telegraphy, voice over internet protocol, internet and all other fonns of electro-· 

magnetic communication. 

Clause 3 prohibits. the interception of communications but identifies the 
. -

exceptions which are acceptable. The exceptions are where :--

·(a) the comm�cation is intercepted in obedience to a �t issued-by a Judge;

{b) the communicaµon is not intercepted in obedience to a warrant issued by a 

Judge under section 6 but on the authority of a designated officer in the case of a national 

emergency or in responding to a case where approval for a warrant is impracticable 

having regard to the urgency of the case. 

It also provides that the Court which convicts a person of illegal interception may· 

order that any device used to intercept a communication be forfeited and disposed of as 

the Court thinks fit 

+ 

• 

Clause 4 provides that an-authorised officer· may apply ex parte to a Judge in >-

Chambers for a warrant authorising the person nam� in the warrant to intercept a 

communication and to disclose the intercepted communication in the manner specified in 

' 
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the .,.:,&ill. The JudJe IIIUlt, ·beftn •lldhc Ibo w,mt, .-dafy lrinwlf llllt the wa11id 

is aec 1 1 ,y. that the iilibnmtion -J.f "wd tom tb. imt,ac pliue ia libly to milt in 

in\llllligati9111, that thil would be the best. investigative procedure and it would be in the

beit inlaest of the edmmi•Am ,A J111tice to -- the WWIIIIL It l1lo provides that it ia 

Ill oft'eoce '1\Jr a penoa to diaa- the e•i•-• of JI WWia4 Jr an appliadioo filr a 

_,ant, odler.1bm to■ J)ellOll 11> wbom met, dilclosure "' autborierd · 

Claule5 deals with the ICOp8 of warrant. 

Clw 6 providelt fer lbe issl...,.,, cluratioo and .evocation of wm1adl 

div;;; 4'&1-ca requires tbat certain 1cqui,w1•11s tar tbe ll'Pffradon of tbe wtad be 

dispensed witb. However, the applicant mlllt IUbmit � written application and affldavit 

wltbin aeveut)-two hours of the pant 9' the _,ant. Upon lbe Plbminion of the 
., . 

application and the affidavit, the Judge mlllt .nicw bu decision and may .evoke or 

affirm 1116 WWiad. 

ClaUle 8 pnwidea ·• the modifii mn of a .. w,aat 111111 claUle 9 mta dlit an 

amborierd officer will DDt be liable filr any act done by bim in good faith. 

ClaUle 9 deala with 1be prolelltlon of aulhoriled offic:crs. The amborierd offloer 

all not be liable for any a done by blm in good·faitb under the pmpoaed leplation. 
.• 

Clmle 10 coufeas a dut;' on all penoaa pmviclilla a telec:ommuaicat •vice to

provide nrimlM'A' in telation to intetception wammts. It l1lo protec:11 1be penon for any 

a done in good faith in pvtl'- ,,, a direction 11> provide inmrmation, facilities or 

tedmnl . DDrAI 

Clallle 11 llldel tbat WM!II a Judge iaues a ·wanlilt, be mUlt issue duections 

wbicb will emure tbat th. h.d&cepllld c:ommmiication mueim conficlential at ·a11 times 

and wbere 1be audllxiaed officer obtains CCIIDJIIUllicat. by -■111 of • ww,iut Lut 
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outside the scope of the wairant, be must as soon as possible after destroy the record that 

does not relate directly or indirectly to the purpose for which the warrant was issued. 

Clause 12 provides that where intercepted communication is in the possession of 

an authorised officer but that communication is protected and the officer bas reasonable 

ground to believe that a 'key (code, password, etc. which allows access to the protected 

communication and places it into an intelligible fonn) is in possession of a person and 

that disclosure of the .key is necessary for the purposes of the investigation, the officer 

may apply to a Judge in Chambers for a disclosure order. However, the disclosure order 

must not be used for the purpose only of generating electronic signatures. 

Clause 13 provides that the person to whom a disclosure order is addressed must, 

in accordance with the order, use any key in his possession ,to obtain access to the
. . . ' 

_protected communication and disclose it in an intelligible fonn. However, where the 

person to whom an order is addressed is not in possession of the protected 

. communication or is incapable of accessing the protected communication he shall be 

taken to have complied with the order if he discloses any key to the protected 

communication that is in his possession, but where a person fails to comply without 

reasonable excuse, that person commits an offence. 

Clause 14 states that the content of a communication that is obtained by interception is 

admissible as evidence in any cri� proceedings. 

Clause 1 S provides that where a J>ClSC?n in an application or an affidavit knowingly makes 

a false �cnt, or intentionally discloses the contents of any communication obtained 
. . 

to a �n to whom h� is not authorised to disclose the communication, that person 

commits an offence .. 

Clause 16 provides that where it appears to a designated person, who is the 

Minister or any person prescri� by him, that a person providing a telecommunication � 

service is in possession of or capable of obtaining any communications data, the 

,I 
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cleeipeted per.- may, by notice in wri_1ina, require tbllt pn,vidcr to due• data in his 
' . if ' u. -.11:11io'1u11n,, to _..._,_ ....._ .a- and IO .,,_,_ it' poa '"" or not m .... po __ UUIIIIII...,..... -

C1ame 17 deala with tbe edmissi� of comm.llllications dala obtained liDClcr 

· clame 16 u IIYWI"'"'-

a.- 11 and 19 confer poMr on the Minisler-to mnmd the Schedule to the"Bill 

and 1D mab ...... ldona 

Tho Scbedule to the BiJI idrrrtifus applicable ufl'eucea which may require ID 

autboriled officer or deelpeted penon tlJ intacept =unications. 

• 
• 

•• 

, 

•

• 




